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BlackSDA __ Calvin's Corner _ Turkish Hacker

Posted by: Skyhook Sep 3 2006, 02:15 PM

1 tried to log on to BlackSDA several times about an hour ago and got a blank page with this
message at the top:

"by Hacker//Turkish Hacker"

Did anyone else have that happen? It certainly raised my concern and suspicion to a high level.

Posted by: Clay Sep 3 2006, 02:17 PM

we were hacked... it happens every now and again.... no need to stress.... or see conspiracy
where there is none.....

Posted by: calvin Sep 3 2006, 10:38 PM

Google Turkish Hacker and you will see he and probably a few copycats been busy hacking forums
and websites.

Posted by: alramwill Sep 3 2006, 11:04 PM

Calvin, if you had the time and inclination, I would suggest pursuing civil and criminal litigation
against this hacker.

Posted by: Expression Sep 4 2006, 06:42 AM

The whole thing made me wonder... ! t""-'WJ

It's great to have it back!

Posted by: Daryl Fawcett Sep 4 2006, 07:04 AM

Yes, especially if you know who the hacker was. m

Posted by: LadyTenor Sep 4 2006, 07:11 AM

QUOTE(alramwill @ Sep 4 2006, 01:04 AM) [ |

Calvin, if you had the time and inclination, I would suggest pursuing civil and criminal litigation
against this hacker,

That is not as feasible as it sounds....the hacker may not even be in the
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U.S.inne financially, it might not be worth it to sue the hacker....as for
criminal prosecution, many jurisidictions now have computer crime divisions,
but they are much more interested with chasing those who use the WWW to
defraud folks and commit crimes of a sexual nature....

Posted by: simplysaved Sep 4 2006, 07:22 AM

I would agree with Talia here....it may not be feasible to press charges. It is better to "beef-up"
security measures, as I am sure that Calvin has done...

QUOTE(LadyTenor @ Sep 4 2006, 08:11 AM) [_|

That is not as feasible as it sounds....the hacker may not even be in the
U.S..............financially, it might not be worth it to sue the hacker....as for
criminal prosecution, many jurisidictions now have computer crime divisions,
but they are much more interested with chasing those who use the WWW to
defraud folks and commit crimes of a sexual nature....

Posted by: calvin Sep 4 2006, 07:51 AM

BSDA is hosted on a popular well established Internet Service Provider (ISP) that specializes in
hosting bulletin boards, primarily Vbulletin and Invision (we use) forum software packages. The
hacker found an exploit in Flashchat to gain entry into the ISP’s servers. The hacker then installed
a virus to search for forums with flashchat and then overwrote a few files. Many if not all of the
forums running flashchat on our IPS where effected and their forums where compromised as we
where. It is unlikely that BSDA was targeted specifically as I had initially thought. The hacker
probably was not a registered member here.

The ISP is investigating.

Posted by: PrincessDrRe Sep 4 2006, 07:55 AM

I'm gone for a few days and what happends?

[
I_:ﬂ bot
I
i

Don't make me bring out my whippin' stix!

i;}]boti

|
1
S

Posted by: simplysaved Sep 4 2006, 08:03 AM

Thank you for the update! | [x] |
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In my mind I was jokingly like "what did folks do to somebody?” (i.e. Why would anybody single
out BSDA), but fianlly thought that it had to be random....] was also a bit disappointed at the
inferences that may have been someone with a direct malicious intent to target BSDA....
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QUOTE(calvin @ Sep 4 2006, 08:51 AM) [ ]

BSDA is hosted on a popular well established Internet Service Provider (ISP) that specializes in
hosting bulletin boards, primarily Vbulletin and Invision {we use) forum software packages. The
hacker found an exploit in Flashchat to gain entry into the ISP’s servers. The hacker then installed
a virus to search for forums with flashchat and then overwrote a few files. Many if not all of the
forums running flashchat on our IPS where effected and their forums where compromised as we
where. It is unlikely that BSDA was targeted specifically as I had initially thought. The hacker
probably was not a registered member here.

The ISP is investigating.

Posted by: alramwill Sep 4 2006, 08:05 AM

QUOTE(simplysaved @ Sep 4 2006, 09:03 AM) [

o

Thank you for the update! L?] J

In my mind I was jokingly like "what did folks do to somebody?" (i.e. Why would anybody single
out BSDA), but fianlly thought that it had to be random.... was also a bit disappointed at the

inferences that may have been someone with a direct malicious intent to target BSDA....

When or where did this happen?

Posted by: Daryl Fawcett Sep 4 2006, 08:18 AM

Calvin,

I heard you deleted a member here who you originally thought may have been responsible. If
true, I assume that has been rectified?

Posted by: princessdi Sep 4 2006, 08:42 AM

Whew!! I glad we are back!

Posted by: simplysaved Sep 4 2006, 08:42 AM

It was indirectly inferred in another thread.... I am sorry that I even brought this up. Please
forgive me.,. [T‘
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{ QUOTE(alramwill @ Sep 4 2006, 09:05 AM) [ |

When or where did this happen?

Posted by: calvin Sep 4 2006, 08:49 AM

QUOTE(Daryl Fawcett @ Sep 4 2006, 09:18 AM) []

Calvin,

1 heard you deleted a member here who you originally thought may have been responsible. If true,
1 assume that has been rectified?

Nope, have not rectified anything. I deleted the last member to join with the handle of JasonWitch_.
Google, jasonWitch_ and you will find that he has registered on hundreds if not thousands of boards.
Bulletin boards just like email have become the target of spammers. About 3 months ago we started

getting a rash of new members signing up many with strange names that you would not expect ona

board of our kind. There is a market for bulletin board list and BSDA is on it. These list can be
brought by spammers with automatic script to sign them up on thousand of boards at one time.

We have email validation turned on as a deterrent. Most will not bother to validate, too much work.
But JasonWitch did. I dont know if he was the hacker.

If I suspect someone is a security thread or here to sell us boner pilis I will take them out. Apologize
later if I have too.

Posted by: PrincessDrRe Sep 4 2006, 08:53 AM

QUOTE(simplysaved @ Sep 4 2006, 10:42 AM) [ ]

It was indirectly inferred in ancther thread.... I am sorry that I even brought this up. Please forgive

me. ||

No need to be sorry - There are those that would target BSDA strictly on some of the stuff we post
here...whether it be Danny Shelton, Discussion of SDA Church policy, or even EG White discussion.

Why not talk about the fact that we could be targeted strictly because...well....because?

It's true....
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Posted by: Daryl Fawcett Sep 4 2006, 09:00 AM

QUOTE(calvin @ Sep 4 2006, 11:49 AM) [

Nope, have not rectified anything. I deleted the last member to join with the handie of
JasonWitch_. Google, jasonWitch_ and you will find that he has registered on hundreds if not
thousands of boards. Bulletin boards just like email have become the target of spammers. About 3
months ago we started getting a rash of new members signing up many with strange names that
you would not expect on a board of our kind. There is a market for bulletin board list and BSDA is
on it. These list can be brought by spammers with automatic script to sign them up on thousand of
boards at one time.

We have email validation turned on as a deterrent. Most will not bother to validate, too much work.
But JasonWitch did. T don't know if he was the hacker.

1f I suspect someone is a security thread or here to sell us boner pills T will take them out.
Apologize later if T have too.

Better to be safe and sorry, Calvin.

Except for the areas where I allow visitors to post, in which they sometimes post gambling or porn
type links, which we delete upon discovery, so far, I haven't had any problem like that over at
MSDAOL.

Posted by: Johann Sep 5 2006, 04:40 PM

QUOTE(Daryl Fawcett @ Sep 4 2006, 04:18 PM) [ |

Calvin,

1 heard you deleted a member here who you originally thought may have been responsible. If true,
1 assume that has been rectified?

Just a few minutes ago I tried to get into Maritime but found only this black hacker's page. Hope that
will soon be cleared too.
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Posted by: MissLynn Sep 5 2006, 08:36 PM

QUOTE(LadyTenor @ Sep 4 2006, 09:11 AM) [ !

That is not as feasible as it sounds....the hacker may not even be in the
US.n financially, it might not be worth it to sue the hacker....as for
criminal prosecution, many jurisidictions now have computer crime divisions,
but they are much more interested with chasing those who use the WWW to
defraud folks and commit crimes of a sexual nature....

And also most of these hackers (well I have no stats) are minors.

Posted by: MsHoly1 Sep 6 2006, 03:43 AM

I warned a friend of mine who owns a board. Not sure if the warning will help her better prepare
but, at least she knows that forums are vulnerable right now and can be on the lookout.

Posted by: Panama_Pete Sep 6 2006, 04:34 AM

QUOTE(Daryl Fawcett @ Sep 4 2006, 09:00 AM) [ ]
Better to be safe and sorry, Calvin.
Except for the areas where I allow visitors to post, in which they sometimes post gambling or porn

type links, which we delete upon discovery, so far, I haven't had any problem like that over at
MSDAOL.

Daryl,
That's what happens when you speak of the devil.
Your Web site at MSDAOL currently says:

Hacked by 57.Alay

QUOTE(calvin @ Sep 4 2006, 09:49 AM) [ |

If I suspect someone is a security thread or here to sell us boner pills I will take them out.
Apologize later if I have too.
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I predict viagra-k----n will be leaving us, soon.

So long. Eﬂ
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Posted by: simplysaved Sep 6 2006, 06:15 AM

1 agree! I just saw that the user registered.... something is not right about that user name... E

QUOTE(Panama_Pete @ Sep 6 2006, 04:34 AM) [ |

Daryl,
That's what happens when you speak of the devil,
Your Web site at MSDAOL currently says:

Hacked by 57.Alay
1 predict viagra-k----n will be teaving us, soon.

So long. Fﬁ

Posted by: simplysaved Sep 6 2006, 07:03 AM

I think that the last user name that signed up in the past 30 minutes or so may also need to be

reflected on.... [a

Posted by: Panama_Pete Sep 6 2006, 07:43 AM

QUOTE(simplysaved @ Sep 6 2006, 07:03 AM) [ !

I think that the last user name that signed up in the past 30 minutes or so may also need to be

reflected on.... 7
Yes,
There are about 38,900 Google citations for Doll----- without the 1 on the end.

Posted by: Nuggie Sep 6 2006, 08:20 AM

http://www.blacksda.com/forums/index.php?act=Print&client=printer&f=15&t=10731

4/3/2007



BlackSDA [Powered by Invision Power Board] Page 8 of 11

QUOTE(calvin @ Sep 4 2006, 08:49 AM) [ |

If I suspect someone is a security thread or here to sell us boner pilis I will take them out,
Apologize later if I have too.

ERE]

e e

Boner pills...

Posted by: Daryl Fawcett Sep 6 2006, 01:07 PM

I discovered the hack today, however, since I am away from home, 1 probably won't be able to
correct the problem until late tomorrow.

Posted by: MsHolyl Sep 6 2006, 01:11 PM

QUOTE(Daryl Fawcett @ Sep 6 2006, 03:07 PM) [ ]

1 discovered the hack today, however, since I am away from home, I probably won't be able to
correct the problem until late tomorrow.

Posted by: Daryl Fawcett Sep 7 2006, 01:53 PM

1 just arrived at home and am now trying to figure out what I need to do to get rid of this hack,
which means that I am now working on it. This is over at MSDAOL.

Posted by: Panama_Pete Sep 8 2006, 05:40 AM

QUOTE(Daryl Fawcett @ Sep 7 2006, 01:53 PM) ]

I just arrived at home and am now trying to figure out what I need to do to get rid of this hack,
which means that I am now working on it, This is over at MSDAOL,

Dorveishique just registered today at BSDA and is listed on this page that has the words "Turkish

Hacker" on it. Just thought I'd mention it. e

This is from the Google cache.
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http://72.14.205.104/search?q=cache:8_ZfO3VtQ8wJ:www.shredplanet.com/forum/viewforum.php%
3Ff%3D1%26topicdays%3D0%26start%3D0%26sid%
3Dbde9956c1463142a46a8a2cc1f9d6f8d+dorveishique+hacker&hl=en&gl=us&ct=clnk&cd=3

Posted by: Daryl Fawcett Sep 8 2006, 01:31 PM
MSDAOL is up and running again.

I still have things to do on it, but it seems to be up and running with all the topic data intact. [j

Posted by: princessdi Sep 8 2006, 01:40 PM

Praise God, Daryl!!! That'll teach that pesky hacker! He can't keep us down!

QUOTE(Daryl Fawcett @ Sep 8 2006, 12:31 PM) ]

MSDAOL is up and running again.

1 still have things to do on it, but it seems to be up and running with all the topic data intact.

Posted by: Panama_Pete Sep 8 2006, 03:04 PM

QUOTE(princessdi @ Sep 8 2006, 01:40 PM) [ ]

| Praise God, Daryll!! That'll teach that pesky hacker! He can't keep us down!

Regarding our new registrant "crestor----"
http://www.adrugrecall.com/news/crestor-dangerous.html

Despite New Info, Crestor Still Dangerous

March 15, 2006

The consumer advocacy group Public Citizen announced this week that despite new reports about the
heart benefits of cholesterol drug Crestor, this drug is still dangerous and should not be prescribed
to patients.

On March 13, 2006, professionals at the American College of Cardiology meeting presented findings
indicating that the blockbuster statin Crestor may reverse the development of plaque build-up in the
artery walls, which puts patients at high risk of a heart attack.

The study looked at 349 patients, a relatively small patient sample, and was conducted for a .
relatively short duration. Public Citizen has added criticism about the study, stating that the research

was not randomized and did not refute any past evidence of the serious and unique risks associated
with Crestor.
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Despite new findings, there is still NO evidence that Crestor poses a unique benefit for heart patients.
Rather, findings have only shown, thus far, that Crestor poses the unique risks of serious and
possibly fatal muscle and kidney damage.

The authors of the recent study admit that the plaque-reducing benefit of Crestor is probably the
same for other statin drugs, HOWEVER, those drugs have NOT been linked to serious life threatening
side effects.

Public Citizen also points out that the dose used in the study-40 milligrams-is a dose the FDA
recommends ONLY be prescribed after lower doses have failed to adequately reduce LDL cholesterol.
Therefore, the group points out, it is unlikely that many of the lower risk patients in the study would
have been a good candidate for this high, and more dangerous, dose.

The researchers, whose findings will appear in the April 5 th issue of the Journal of the American
Medical Association, have also failed to assert that doctors should switch patients to Crestor in light of
this new information.

Crestor, made by AstraZeneca, is a top selling cholesterol medication, which has been linked to a
fatal muscle condition called rhabdomyolysis and severe kidney damage. Despite these serious risks,
and pleading from groups like Public Citizen, the FDA and AstraZeneca have failed to protect patients
by taking this dangerous drug off the market.

This drug should not be prescribed and should never have been approved by the FDA in the first
place, according to Public Citizen. If you would like to learn more about the serious risks associated
with Crestor or you have been injured by this drug, you may wish to contact a qualified attorney.
For more information on Crestor danger, please contact us .

Posted by: Daryl Fawcett Sep 8 2006, 03:26 PM
1 just discovered that the Flashchat part of MSDAOL was also hacked, and is still hacked. Now I
will need to figure out how to correct that one, however, I am not burdened to do that right away,

but as time allows.

Fixed.

-
That was a lot easier than I thought. E |

Posted by: Clay Sep 8 2006, 03:36 PM

QUOTE(Daryl Fawcett @ Sep 8 2006, 03:26 PM) | ]

I just discovered that the Flashchat part of MSDAOL was also hacked, and is still hacked. Now I will
need to figure out how to correct that one, however, I am not burdened to do that right away, but
as time allows.

Fixed.

That was a lot easler than I thought. E

the chat here was down for a bit Daryl because its still vuinerable to hackers....

Posted by: Daryl Fawcett Sep 8 2006, 07:07 PM
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I have now, hopefully, disabled it at MSDAOL.

Posted by: Daryl Fawcett Sep 8 2006, 07:25 PM

I just learned that TRO (The Remnant Online) was also hacked on Wednesday, and they are not
back up yet. They are using an older cgi script and don't even have any type of a chat room,
therefore, we had better keep our backups up to date. )

Posted by: Daryl Fawcett Sep 13 2006, 06:42 PM

Calvin,

I was just informed by my service provider that as a result of the hack at MSDAOL, it was also
sending out spam emails of some sort, therefore, you may also want to ask your service provider
to make sure that isn't happening at your site.

They also informed me the spam emails stopped the day I replaced the affected hacked files.

Posted by: LadyTenor Sep 15 2006, 08:32 AM

Whoa! It seems to be open season for discussion board communities!!! For
shame!!
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